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Abstract. This paper addresses the challenges faced in practical implementa-
tion of heartbeat-based process/crash and hang detection. We propose an in-
processor hardware module to reduce error detection latency and instrumenta-
tion overhead. Three hardware techniques integrated into the main pipeline of a
superscalar processor are presented. The techniques discussed in this work are:
(i) Instruction Count Heartbeat (ICH), which detects process crashes and a class
of hangs where the process exists but is not executing any instructions, (ii) Infi-
nite Loop Hang Detector (ILHD), which captures process hangs in infinite exe-
cution of legitimate loops, and (iii) Sequential Code Hang Detector (SCHD),
which detects process hangs in illegal loops. The proposed design has the fol-
lowing unique features: 1) operating system neutral detection techniques, 2)
elimination of any instrumentation for detection of all application crashes and
OS hangs, and 3) an automated and light-weight compile-time instrumentation
methodology to detect all process hangs (including infinite loops), the detection
being performed in the hardware module at runtime. The proposed techniques
can support heartbeat protocols to detect operating system/process crashes and
hangs in distributed systems. Evaluation of the techniques for hang detection
show a low 1.6% performance overhead and 6% memory overhead for the in-
strumentation. The crash detection technique does not incur any performance
overhead and has a latency of a few instructions.

1 Introduction

Usually, a process is said to have crashed if it encounters an exceptional condition
such that it is no longer able to continue execution. We say a system or process is
hung if:

a) it simply does not respond to external inputs, makes no progress, and there is no noti-
fication of a failure except as observed by a user or an external monitoring entity,
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b) the process or system goes into an infinite loop', detectable only by a dedicated
monitor.

The use of heartbeats (HB) to detect failed or hung processes or processors is a
common baseline technique [3][18][17], frequently employed in commercial systems.
The operating system (OS) can detect most process crashes and detect OS crashes by
capturing a wide variety of OS exception conditions and kernel panics, but it is usu-
ally unable to detect process hangs and its own hangs. Current approaches detect ap-
plication/OS hangs by either instrumenting the monitored application to provide an
acknowledgment or an “I am alive” message, or via a subordinate thread added to the
application to enable proactive generation of heartbeats (e.g. Tandem GUARDIAN
[26]). The detection of infinite loop conditions is more problematic (without resorting
to duplication or self checking mechanisms) since most often the HB thread or the
process itself continues to send the “I am alive” message even though the application
does not make any progress.

An alternative approach to detect OS crashes/hangs that does not require OS in-
strumentation uses watchdog timers. A simple user process is employed to periodi-
cally reset the watchdog timer, otherwise the OS is considered to be crashed or hung.
A limitation of this technique is that an OS crash/hang is indistinguishable from the
case where the user-level process that resets the timer abnormally terminates. Another
approach used in custom high availability operating systems is to modify the operat-
ing system to generate its own heartbeats, again in a separate thread or function [26].
Thus, while it is conceptually simple to assure the existence of a HB mechanism, the
design and implementation of a comprehensive HB mechanism is nontrivial. There
are three issues which pose significant challenges to HB designers:

Application Intrusiveness. Conventional heartbeat mechanisms detect hangs via
augmentation/instrumentation of an application in the form of: (i) a subordinate
thread — 1t is possible that the subordinate thread sends heartbeats even if the main
process is no longer functional or executes in an infinite loop, or (ii) progress indica-
tors (e.g. [21]) — a detailed knowledge of the application and access to the application
source code may be required.

Detection Latency. It is essential to have a HB mechanism that detects both process
or OS crash/hang with as small a latency as possible. An undetected crash or hang can
result in unpredictable behavior of a system and, as a consequence, have a significant
negative impact on application or system availability. Since the detection latency de-
pends on a timeout period employed by the HB mechanism, a careful tuning (usually
an ad hoc and arbitrary procedure) of the timeout mechanism is required to suit par-
ticular application environments and to ensure rapid failure detection.

"In our recent study on fault injection based characterization of error sensitivity of Linux ker-
nel on Intel platform (Pentium4 running Linux Kernel 2.4.22), we found that approximately
75% of the manifested errors lead to a crash (easily detectable via heartbeats). Of the remain-
ing 25% of the manifested errors, in about two-thirds of the cases (16%) the processor
stopped executing instructions, i.e., processor was frozen. In the remaining one third of the
cases (8.3%), the processor continued to execute instructions without doing any useful work
e.g., executing in an infinite loop [20].
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Determining Timeouts. The problem of determining the timeout values for heart-
beats can be addressed using adaptive timeout mechanisms [14][17], although the
practical efficiency of these approaches is yet to be determined. Commercial operat-
ing systems and distributed or networked environments use an empirical approach to
arrive at a fixed timeout value. Timeout values so obtained typically use worst case
scenarios, leading to over design and excessive error detection latency. Other solu-
tions used in modern operating systems poll for resource usage [11]; these solutions
fail in cases where the process is in an infinite loop without excessively draining any
resources. The hardware and performance overhead of self-checking components, as
used in the Tandem Guardian system [22] where each of the processes in the process
pair heartbeats one another to detect potential hangs, is cost-effective only in high-end
server systems (or in switching systems, e.g. AT&T SESS Switch [25]).

In overcoming the limitations of the current approaches and addressing the above-
mentioned challenges, this paper presents a hardware solution in the form of an in-
processor hardware module to support low latency crash and hang detection that has
the following unique features:

1. It is operating system neutral.

2. It eliminates the need for any instrumentation to detect all OS Hangs.

3. It provides an automated and lightweight compile-time instrumentation method-
ology to detect all process hangs (including infinite loops), the detection being
performed in the hardware module at runtime.

2 Overview of the Approach

We propose in-processor hardware based techniques to provide low latency crash and
hang detection with minimal intrusion to application and low hardware overhead.
Three hardware modules are introduced:

The Instruction Count Heartbeat (ICH), which uses existing processor-level fea-
tures (i.e., performance counters) to monitor whether a processor continues to execute
instructions in the context of a specific process. This enables detecting abnormal
process termination (i.e., process crashes) and also the detection of process/processor
hangs where the process still exists but no more instructions are executed. The ICH
does this by monitoring whether a fixed number of instructions of the process are
executed within a constant time. It exploits existing performance counters in modern
processors and eliminates any OS and application level instrumentation. While in-
formation regarding the abnormal process termination is available at the OS level, it
will be seen that the per-process data collected in the ICH has value in the broader
context of locally detecting OS hangs.

The Infinite Loop Hang Detector (ILHD) module detects a process hang due to in-
finite execution in a legitimate loop. In order to enable this, entry and exit points of
loops in the application are instrumented via a compiler (i.e., most compilers are
geared to detect loops and can be modified to instrument the application at determi-
nistic points that correspond to the entry and exit points of loops). In addition, an ap-
plication profiling methodology is employed to determine the timeout values for the
heartbeats on a per-loop basis, rather than the usual approach of using a fixed timeout
for the entire application.
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The Sequential Code Hang Detector (SCHD) module is employed to detect process
hang due to infinite execution in illegal loops. An illegal loop can occur when the tar-
get address of the terminating branch in the basic block is corrupted and, as a result,
the control flow can be subverted to an instruction within the block creating an illegal
loop. SCHD detects this scenario by maintaining a log of recently committed instruc-
tions and searching for a repetition of an instruction sequence.

The ILHD and the SCHD require lightweight application instrumentation and
achieve high accuracy in determining timeouts. Since the technique automatically in-
struments the application at loop entry and exit points, it does not require knowledge
of the source code.

Fig. 1 depicts: (i) the block diagram of the system with the discussed hardware
modules, (ii) the inputs to the modules from the processor pipeline, and (iii) opera-
tions performed by the modules on receiving the inputs. Fig. 1 also shows details of
an implementation of the ICH Module. The ICH contains multiple sets of counters
(Curr Process Cntr i and Prev Process Cntr i), so as to monitor multiple processes
simultaneously (each set of counters being associated with a single process). The Curr
Process Cntr for a process is incremented when the processor completes execution of
a fixed number of instructions (as measured by in-processor performance counters) on
behalf of that process. The ICH periodically checks if the Curr Process Cntr has been
incremented since the previous check. After checking for updates the value in the
Curr Process Cntr is written to the Prev Process Cntr, which is used as a reference
for the next check. A separate set of counters, (Curr OS Counter and Prev OS
Counter) are allocated for the OS when it is executing a kernel thread or performing
some bookkeeping functions. In addition, a Counter Array Scan logic is provided to
scan all the process counters and to check for updates on any one of them.
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l /
X § N / Curr OS Counter Prev OS Counter
Set Timeout; Start Timer _ / —
Decode : ) ILHD U
Disable Timer » / Curr Process Cnir 1 Prev Process Ontr 1
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Fig. 1. Block Diagram of Processor with Process Crash/Hang Detection Modules

2.1 Detection of Failure Scenarios

Fig. 2 shows how various failure scenarios can be detected using the techniques intro-
duced in the previous section.
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1. Hang when executing user thread

e Application Infinite Loop due to, for instance, design and implementation errors
in the application, illegal inputs, or hardware errors that cause the condition for
the execution of the loop to be always true — detection is performed by the
ILHD or SCHD modules.

o System call issued by process never completes — the detection is performed by
the ILHD module, which times out due to the excessive execution time taken by
the loop enclosing the system call.

In both cases the module can raise an exception to force the OS to crash/terminate
the unresponsive application process.

2. Hang when executing kernel thread.

e Processor/Process Frozen means that the processor/process is not committing
any instructions, for instance due to a stuck-at-O fault on the commit line — the
detection is performed by ICH module, which checks the dedicated OS counter
to determine lack of progress in executing instructions by the processor.

e Kernel Infinite Loop — the detection can be performed using the Counter Array
Scan mechanism, which scans all the process counters, at a reasonably long
timeout interval, to detect whether the processor stopped executing instructions
on behalf of user-level processes. Presence of such conditions indicates that the
OS holds on to the processor and the control is never transferred to any user-
level process”.

In the above two cases, resulting in a successful detection, a system reboot is initi-
ated.

Failure Scenario Detection Technique

Kernel Infinite Loop
Executing
Kernel Process
Processor/Process Frozen
System call issued by
process never completes
Executing
User Process
Application Infinite Loop

Fig. 2. Hierarchical application of Hang Detection Techniques

Counter
Array Scan

ILHD and SCHD

[N

If the interrupts are enabled when the OS is in an infinite loop, the detection can also be done
by a technique such as the Kernel Health Monitor (KHM) described in [23]. The KHM is a
software implemented timer-interrupt driven monitor to detect OS hangs and to initiate a sys-
tem reboot on successful detection.
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At this point one may ask whether the same goals could be achieved by extending
the exception handling mechanism of the operating system with corresponding soft-
ware implementations of the hardware techniques proposed in this paper. While con-
ceptually this might be possible, there are several disadvantages in taking this ap-
proach: 1) each change to the exception handling mechanism is OS specific, whereas
the hardware approach is OS neutral, and 2) even if the OS mechanism is used to de-
tect process crashes and hangs, a separate support is still needed to detect OS hangs
and crashes. The hardware approach is uniquely suited for achieving this goal

Support for Distributed Systems. While the crash/hang detection has value in the
context of a single processor, it can also be leveraged to provide efficient failure de-
tection in a clustered or distributed environment. Fig. 3 shows the logic to provide this
support (nodes in Fig. 3 correspond to processors). When a distributed application
(consisting of a group of processes) initiates a process p on a node A, it associates a
memory mapped I/O port, P, (a location in the node A’s memory that can be read by a
remote process) with the process and initializes the port. The ICH module in node A
maintains the information of the process-port pair. On detecting a crash of a process
p, the module raises an exception. The OS handles this exception and writes the id of
the crashed process to the corresponding port P. Remote processes (members of the
initial application process group) can read from this port and, hence, detect the crash
of process p. In case of an application or OS hang, the hang can be detected and trans-
formed into a crash using the procedure described in Section 0.

Remote
MNodes

o
; \ Performed

by 05

LA

Fig. 3. Crash/Hang detection support for distributed systems

In Summary, the Key Characteristics of the Proposed Approach Are:

e It is hardware implemented and for crash and hang detection requires minimal
or no application level instrumentation.

e The crash detection latency can be as small as a few instructions.

e Heartbeats checked concurrently with normal process execution: Since the moni-
toring entity is a hardware module, the heartbeats from a process p are checked
concurrently with the execution of p. This not only reduces detection latency, but
also minimizes the impact of heartbeat on the application performance.
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e The scheme provides support in a distributed or networked environment to make
failure detectors efficient by a) reducing the latency of detection, and b) improv-
ing the coverage.

e OS neutral: An added advantage of the hardware-based approach over an OS-
based one is that it is OS neutral and hence can be leveraged by any OS execut-
ing on the hardware.

3 Modifications Needed for the System and Application

All the modules are implemented in hardware and thereby incur hardware overhead.
The Infinite Loop Hang Detector (ILHD) and Sequential Code Hang Detector
(SCHD) modules require application instrumentation. The aim is to minimize these
overheads.

To support the ILHD technique, the application is instrumented with special
CHECK instructions to notify the monitoring mechanism of the entry and exit points
of a loop. Two means of instrumenting the application are explored: (i) use of an en-
hanced compiler — if the application source code is available, a compiler augmented
with an additional pass that detects the entry and exit points of loops can be used to
embed the CHECK instructions, and (ii) use of a specialized preprocessor — if the
source code is unavailable, a dedicated preprocessor can be employed to embed the
CHECK instructions directly into the application binary (here we leverage our experi-
ence using a similar methodology to instrument application binaries with control flow
assertion checks [8]). The determination of the timeouts for the loops is done using
off-line application profiling. The OS level modifications include support for saving
and restoring the state of the modules (timeout values) during a context switch of a
process. Fig. 4 shows a flow diagram of the operations to be performed to deploy the
ILHD technique.

The implementation of the Instruction Count Heartbeat (ICH) module constitutes a
set of timers and counters to wait for heartbeats on completion of execution of a fixed
number of instructions. Use of multiple counters enables monitoring multiple proc-
esses simultaneously in a multiprogramming environment. Also, since there is no
feedback from the module to the processor pipeline, the presence of the module does
not affect the instruction execution in the pipeline, hence introducing no performance
overhead.

The ICH mechanism requires access to performance counters in the processor that
count the number of executed instructions. These performance counters need to be
part of the process context state. The application can enable the ICH module from the
command line by specifying a predefined option (handled by the OS loader during
application invocation). Fig. 5 shows the operations needed at application launch time
to apply the ICH technique.

The SCHD module requires instrumentation of the application to parameterize the
module for the maximum length of illegitimate loops to be checked. This is explained
in greater detail in the following section. The instrumentation can be performed using
similar techniques as used for the instrumentation for the ILHD module. The SCHD
module requires a set of registers, operating as a queue to log the addresses of the
committed instructions. It also requires logic to analyze the log and detect a repetition
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of an instruction. This module has been described in VHDL, implemented on an
FPGA, and detailed hardware overhead analysis performed. As shown in Section O,
the SCHD design shows a hardware overhead of about 5%.

4 Description of Modules for Detection of Process Hangs/Crashes

It is assumed that at the processor level we can distinguish between the processes in
the system. Current processors provide registers that allow obtaining a pointer to the
process descriptor. For instance, the Intel processor running a Linux Kernel maintains
this information in the 13 least significant bits of the esp register. This can be used to
extract the process id of the current process and, thus, distinguish between the proc-
esses in the system.

N
Application Profiling using
representative inputs
i Application Invoked with command line
option for ICH Checking
Collect samples of l
loop execufion ime
- " 05 allocates process segments and
X > transfers contrel to program loader
Calculate expected execution
fime for each loop l
l Program Loader:
Instrument CHECK instructicns info 1. Instruction count performance
S 3 counter added to process state
application (source code/binary) ) 2. |CH timer enabled
Application starts exscution
{Instruction counter monitored by ICH)
Fig. 5. Operations for ICH at
process launch
Legend: Colored boxes
indicate operations of
I:l Compiler
Processor
E:] Module

Fig. 4. Flow Chart for Deployment of Infinite Loop Hang
Detector Module

4.1 Detecting Process Crash Using an Instruction Count Heartbeat (ICH)

ICH is a generic technique, applicable throughout the application (irrespective of
whether it is executing inside or outside a loop), to detect a process hangs using an es-
timated time for the application to execute a fixed number of instructions. It does not
require any instrumentation of the application. A hardware implementation of the mod-
ule at the processor level allows monitoring the process for progress at the granularity of
number of instructions executed. Thus the detection latency for a process crash would
be very low, a multiple of the average estimated instruction execution time.
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On modern microprocessors like the Pentium and PowerPC, performance registers
can be used to count the number of instructions being committed in the processor. On
execution of a certain number of instructions, the processor sends a heartbeat to the
ICH module by updating a counter. It checks for updates on this counter, and if the
counter is not updated before a timeout occurs, the application is declared to be not
executing any instructions or in other words, the application is crashed.

Current generation microprocessors (e.g., Pentium) have a built-in mechanism that
monitors the commit sequence of the processor. If the processor has not committed
any instructions for a certain time, the pipeline is flushed and restarted. However, this
mechanism is not application-specific. Using a separate timer for each process, in
which the timer and the instruction counter performance register are part of the proc-
ess state, makes the technique application-specific. ICH can monitor multiple proc-
esses simultaneously and does not require modification of the application itself. The
only modification required is to associate the process with a timer and to enable the
timer. This can be implemented as a wrapper function executed at invocation, requir-
ing no intrusion into the application.

Although this paper describes the crash/hang detection techniques implemented in
hardware, the ICH module can be implemented either as a processor-level hardware
module or an OS-level software module. The processor updates the Instruction
Counter and the Heartbeat Counter on completion of instruction execution. The ICH
module, can be implemented either in the hardware or in the OS layers and check the
Heartbeat counter periodically for updates.

Timeout for the Heartbeat. The maximum time required by an application to exe-
cute a fixed number of instructions depends on the instruction set architecture of the
processor. Events such as cache misses or I/O and networking delays are intercepted,
and the timer is disabled for the duration of the event.

The following rules determine the timeout policy:

1. If the heartbeat is received before the timer expires, then the timer is reset and
execution continues normally.

2. If the timer expires before the heartbeat is received, the module does not imme-
diately declare the process to be hung/crashed. Instead, the module resets the
timer to twice the previous timeout value and waits for the heartbeat.

3. On failure to receive the heartbeat for a threshold () number of such exponen-
tially backed-off intervals, the module declares the process to be crashed.

Let T be the average estimated time required to execute an instruction of the proc-
essor. Then,
The total time waited before declaring a process crash

=T=T+2XT+22XT+...+2'XT =TxQ2" -1

A limitation of using a timeout of a fixed number of cycles is that the execution
time varies widely from one run to another due to cache misses and different instruc-
tion execution latencies. To reduce the effect of cache misses, the timer in the module
is disabled while a cache-miss is being serviced. In the other cases, a judicious choice
of t and T needs to be made. Next we propose a possible hardware implementation for
the ICH module.
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Hardware Implementation. For each process being monitored, the module contains
two registers, estTime (T) and threshold (t), to store, respectively, the estimated time
for the execution of the fixed number of instructions and the threshold for the number
of exponentially backed-off intervals before which an application is declared hung.
The total time waited T is calculated using a shift operation on estTime. A timer is ini-
tialized with this value, and the module waits for the Instruction Counter heartbeat
signal from the processor. If the heartbeat is received before the timer expires, then
the timer is reset. If the timer expires before the heartbeat is received, the process is
assumed to have crashed/hung or entered a deadlocked state.

4.2 Detecting Program Hang Using Infinite Loop Hang Detector (ILHD)

Previous subsections describe hardware-based modules for detecting process crashes
that do not require instrumentation of the application. Detection of process hangs on
the other hand requires application instrumentation to monitor the application pro-
gress. In proposing the Infinite Loop Hang Detector technique we address the two
main problems that arise in application instrumentation: (i) placement of instrumented
code, (ii) determination of appropriate timeouts. A profiling methodology is em-
ployed to monitor the entry and exit points of the loop and derive timeout values on
per-loop basis using a profiling methodology. This section describes in detail how the
ILHD module achieves these goals.

The problem of finding a program’s worst-case execution time is in general unde-
cidable and is equivalent to the halting problem. Significant research work has been
done to estimate the loop execution time, since this is a fundamental problem in real
time systems. For a program with bounded loops and no recursive or dynamic func-
tion calls the loop estimation has been proven to be decidable [9]. Research is in pro-
gress for analyzing application with unbounded loops. To detect an application hang,
it is assumed that during normal, error-free execution of the program, the execution
time for a loop be within a fixed multiple of the execution time in a profile run. If the
loop executes for more than this expected time then the application is deemed hung.

Basic Technique. Loop execution time is estimated using static instrumentation to
detect loop entry and exit, and dynamic profile information to measure the time
elapsed between the arrival of the loop entry and exit signals. During the normal exe-
cution of a program, when a loop is entered, a timer is set to the expected execution
time of the loop. If the loop is not exited, i.e., the instruction at one of the exit points
of the loop is not encountered, before the timer expires, the timer is reset to twice the
previous value, waiting for the loop exit condition. If the loop is not exited after a
threshold number of such exponentially backed-off intervals, the application is de-
clared to be hung.

Application Instrumentation Through Profiling. In this description, we use termi-
nology for the C programming language to describe loop constructs. The executable
dump of the application is statically analyzed to identify all back edges in the program
control-flow graph. These are branch or jump instructions with their target address
less than or equal to their own address. Each back edge in the program graph is attrib-
uted to a loop. There can be more than one exit point for a loop due to a break or a re-
turn statement. Each loop is assigned a loop identifier (loop_id).
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Before each instruction that is the start of a loop or an exit point of the loop, a
CHECK instruction (CHECK Loop Start or CHECK Loop End) is inserted to
signal the ILHD module of the appropriate event, start of the loop or exit of the loop
respectively. Note that a single instruction can be the target for multiple back edges in
a program (due to continue statements within the loop or due to the loop being
executed when one of multiple conditions is true). Similarly, a single instruction may
be the exit point for more than one loop.

From the profile run, we obtain samples for the execution times of the loops in the
program. The mean (;) and standard deviation (o;) for the execution times for loop
with loop_id i are calculated from this data and stored. Expected execution time for
loop i is set to be (& + n X0;), where n is a fixed prespecified number to account for
the fact that loop execution times for different inputs can be different.

Runtime Monitoring of Loops in the Application. For the normal run of the pro-
gram, on encountering the start of a loop, the CHECK Loop Start signal is sent to
the module. The estimated execution time for the loop is sent through an input register
in the module. For loops starting at the same instruction, the execution time for the
longest loop (the one with the maximum expected execution time) is sent to the mod-
ule. One drawback of this approach is that it increases the latency of detecting a hang
in the loop. On receiving the CHECK Loop Start signal, the module sets a timer
with the expected execution time for the loop and waits for the CHECK Loop End
signal. On failure to receive a CHECK Loop End signal after a threshold number of
exponential backed-off time intervals, the application is declared hung. To handle a
set of nested loops, the technique employs multiple timers.

Fig. 6(a) shows the hardware for detecting an application hang in a loop. The mod-
ule consists of d timers, each associated with a set of two registers, estTime and
threshold, holding the estimated loop execution times and thresholds for the number
of exponentially backed-off intervals. Therefore, 2d registers are needed. The shifter.
block is used to calculate the wait time for the loop, which is stored in the register z.
The Load Timer; signal is used to initialize the timer, Timer;, with the wait time for
the loop. Start Timer; is used to start the timer. Fig. 6(b) shows the finite state ma-
chine controlling the d timers. The technique can only check for loops to a nested
depth of d. The state of the FSM denotes the nesting depth of the current loop being

Threshold;

CHECK Load Timer, CHECK Load Timer, CHECK Load Timer,
Loop Start / Start Timer, Loop Start / Start Timer, Loop Start { Start Timer,

CHECK Loop En
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Fig. 6. Infinite Loop Hang Detector Hardware
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checked for hangs. It is a Mealy machine, whose transitions are triggered by the
CHECK Loop Start and CHECK Loop End signals. The actions taken by the
module on receiving these signals is as explained above

4.3 Detecting Program Hang Using Sequential Code Hang Detector (SCHD)

Apart from causing the application to execute in an infinite loop, an error may also
lead to the creation of an illegitimate loop created in sequential code of the applica-
tion. This may possibly lead to a hang. Repeated execution of a sequence of instruc-
tions, while the application is executing sequential code, can be used as a trigger for
error detection. The SCHD module detects this scenario minimizing the impact on
application performance. This section describes different implementations of the
SCHD module of progressively increasing complexity while providing a lower over-
head in terms of hardware and performance.

To detect repetition of a sequence of instructions, we maintain a log of the previ-
ously committed instructions. If a sequence of instructions at the tail of this log of ad-
dresses of committed instructions is repeated, then there is a loop. The coverage of the
technique or its ability to detect a program hang depends on the number of previously
committed instructions being logged. Currently, it is assumed that the processor can
commit at most one instruction per clock cycle. This assumption will be relaxed later
in the paper. Consider the sequence of instruction addresses where increasing indices
refer to instructions issued later in time:

coe Ay Qpi]s ooy QL1 kL At Ltl> -+ Akt2L-1

In this sequence, there is a repetition of a sequence of instructions of length L,
starting from position k if and only if:

Ai+i = ApsitL fori=0, 1,2, ...,L-l (1)

A queue is maintained to keep track of the addresses of previously committed in-
structions. Let W be the width of the address expressed in binary format. Let the num-
ber of entries in the queue be D. It is necessary that the depth of the queue D be at
least 2L. Letting k = 0, the contents of the queue are:

b, by, ..., br.j, by, bryy, ..., by Where b; = ay,; for each i ranging from 0 to 2L-1

by 1s the last entry in the queue, by, ; is the second last entry and so on.

The condition (1) becomes:

b; = b, fori=0,1,2, ..., L-1 2)

Consequently, the problem of recognizing a repetition becomes simply one of
evaluating condition (2).

Efficient Detection of Sequence Repetition in a Single-Issue Processor. In this sec-
tion, we detail detection of a sequence repetition that improves upon the previous ap-
proach by requiring the minimum queue length to be L+/ instead of 2L. The tech-
nique described here detects a repetition of a sequence of length L (or a factor of L).
Fig. 7 depicts the hardware used to detect the sequence repetition. It shows a queue
that contains the addresses of the instructions most recently committed by the pipe-
line. The number of entries of the queue is = L+1. The queue is implemented as a shift
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register. To insert an element at the tail of the queue, all entries of the queue are
shifted up by 1 position: (i+1)" entry = /" entry for i = 1, 2, 3, ..., n-1. The incoming
element (address of the committed instruction) is placed in the 1* entry.

A comparator is introduced with its 2 inputs connected to the 1* and the (L+1)" en-
tries in the queue. The output of the comparator is '1' if the inputs are equal, '0' other-
wise. The output of the comparator drives the increment and reset inputs of a counter.
When a new instruction is added to the queue and the output of the comparator is 'l',
the counter is incremented (which means the instructions at the 1* and (L+1)" entries
match). Otherwise, the counter is reset.

Initially the counter is reset to the value '0". If a sequence of instructions of length L
repeats, the counter would be incremented when each instruction of the repeated se-
quence is added to the queue and hence the counter would be incremented to a value
L. When the counter reaches the value L, the repetition of the sequence is noted and
the counter is reset.
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Fig. 7. Basic Sequence Detection Hardware

Detection of Sequence Repetition in a Multiple-Issue Processor. A point to note is
that the method described above works only in a single-issue processor. In the case of
a superscalar processor that can commit multiple instructions per clock cycle, multi-
ple addresses need to be added to the queue in a single clock, and the pipeline may
need to be stalled in order to match the logging of instructions in the module with the
committing of instructions in the pipeline. An improved method that can handle mul-
tiple committed instructions per clock cycle is presented here. Due to space limita-
tions, we present only the hardware implementation of the technique. Detailed formal-
ization of the technique can be found in [19].

Hardware Architecture of the SCHD Module. We refer to the module detecting a
loop of length L as an L-Loop Searcher (LLS). Fig. 8 shows the schematic of the
Queue and of the generic LLS module. Let C be the maximum number of instructions
that the pipeline can commit in a clock cycle. A SCHD Module detecting any loop
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whose length is between [L,,,, L], requires the following hardware components: (1)
a Queue module with length (number of entries) D = L, + C, (2) (Lyox—Lpin+1) LLS
modules, and (3) an L’-input OR-gate, whose inputs are the detect signals, Detect;,
coming from the LLS modules. All the modules composing the SCHD Module are
clocked by the global clock signal (clk in Fig. 8). The enable (en), and the reset (reser)
signals control the memory elements of the design.

The Queue module contains D registers, each W-bit wide and a Shifter block. The
queue can be dynamically configured, through the Shifter block, to enable shifting of
N positions, where N is the number of instructions committed in the current clock cy-
cle by the processor, and ranges from O to C. The addresses of the committed instruc-
tions in a given clock cycle are passed to the queue through the signals iny, inj, ...,
inc.; where the vector Mask = (Maskc.;, ..., Mask; , Mask,) represents which instruc-
tions have been committed. The Shifter block is a multiplexer with C-I input ports,
each with a width of DxW bits, controlled by the Mask signal. It shifts the contents of
the queue by N positions and appends the instructions that have been committed in the
current clock cycle. Note that the output of the shifter is forwarded to the LLS mod-
ules in order to detect a loop in the same clock cycle as it occurs. Another possibility
is that the output of the Queue component can be the output, u, of the register file.
This breaks the propagation path of the new instructions from the processor to the
SCHD module by using the queue as a buffer. This trades off a shorter clock period
with a latency of one clock cycle in the detection of a loop. An LLS module is mainly
composed of C W-wide comparators, a log,(L)-bit wide register, and some other
sparse logic.

DxW

q —»|
DxW ¢
Mask
clk

DxW

9eL+t et Qus1 Q1 Qo

=
Shifter

ine.;

in, q

ing

Committed
Instructions

isNewSeq

Mask—{

en —>]

DxW en —>

reset —>| 4q reset —>f

clk — clk —>
Queue

[—> Detect;,

L-Loop Searcher

Fig. 8. Hardware Architecture for SCHD Module for Superscalar Processors

5 Implementation and Experimental Results

Two types of experiments have been performed to estimate the overhead in terms of
the silicon area for the hardware modules and the overhead for execution time and
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memory occupation. (1) The ILHD and ICH modules require counters for the timers
and registers for holding the execution time parameters. In general, the hardware
overhead can be assumed to be negligible, since the modules require simple counters.
The SCHD module on the other hand is more complicated, and hence a detailed
analysis has been performed. The SCHD module was described in VHDL and synthe-
sized to determine the area overhead. (2) The performance overhead of the ILHD
module due to additional CHECK Loop Start and CHECK Loop End instruc-
tions inserted into the instruction stream is calculated in terms of the number of dy-
namic instructions executed and the execution time.

Area Occupation for the SCHD Module. The area overhead of the SCHD module is
evaluated as a percentage of the area required by the processor. In performing this
evaluation, we consider a SuperScalar version of the DLX processor [1][7], and im-
plement it using a Xilinx FPGA (VirtexE2000-8) as the target.

The area occupation of the SuperScalar DLX processor is 49% of the overall num-
ber of available FPGA slices. The minimum clock period of the synthesized system is
about 60 ns. The area occupation of the SCHD is a function of several parameters: (i)
the width W of the address of the instructions, (ii) the depth D of the queue, (iii) the
width of the loop range [L,,in, L] to search for, and (iv) the number C of instructions
that the processor can commit in each clock cycle. After the Place-&-Route phase of
the design process, we evaluate the area overhead of the Queue, and LLS varying the
above mentioned parameters.

We observe that the number of flip-flops required by the Queue module is inde-
pendent of C, while the LUT count increases, since a more complicated Shifter block
able to shift a larger range of positions (0 to C-1) is needed when C increases. Over-
all, the number of slices required is a small percentage of the overall area available in
the device.

The area occupation of the LLS slightly increases as a function of L, with W and C
fixed. This is due to the fact that only the Adder, the Comparator, the register and the
mux (in the lower part of schematic of the LLS module of Fig. 8) depends logarithmi-
cally on L.

The area Aror of a SCHD module is given by the formula:

L max
Ajor = AQUEUE (W,D=L_,, - C.O+ ZALOOP W,i,C)

i=Lmin

where Agueue(W, D, C) and A oop(W, L, C) is the area required by the queue and
the LLS modules respectively. For instance, the area occupation of a SCHD module
checking for loops of length ranging between 4 and 32 instructions, for a processor
with C = 2, and W = 8 is about 424 flip-flops, 904 LUTs, and hence an overall area
requirement of 526 slices (since we are looking for repetition of a sequence shorter
than 32 instructions, the last 8 bits of the address word are sufficient). The area over-
head with respect to a SuperScalar DLX processor (which can commit C = 2 instruc-
tions) is about 5%. L,,,, = 32 is a reasonable number since the module is used to check
for loops shorter than the number of instructions in a basic block and is usually 10-20
instructions. The minimum clock period of the module is less than 15ns, which is
much smaller than the minimum period of the checked processor, so the time over-
head can be considered negligible.
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Performance Evaluation. The heartbeat modules are implemented as an augmenta-
tion to the sim-outorder simulator of the SimpleScalar Tool Suite [2]. The simulator
has been modified to support multiple processes executing in a time-sharing manner.
In the experiment multiple processes executing the same application are executed in
the simulator. The simulator is modified to provide a heartbeat to the ICH module af-
ter a process executes a fixed number of instructions. The application is instrumented
with CHECK Loop Start and CHECK Loop End instructions before each entry
and exit of a loop to notify the module of the appropriate event. In the profile mode
these signals are used to collect execution time data for the loops and calculate an es-
timate for execution time for each loop is calculated. The overhead due the CHECK
instructions in terms of time taken (in number of cycles) is 0.82% and in terms of the
number of instructions executed is 2.93%. Noting that we parameterize the SCHD
module (for the length of the loop to be detected) using a CHECK instruction at the en-
try and exit of every loop (when it enters straight line code), we conclude that the
overhead due to of the SCHD module would be the same as the overhead of the ILHD
module amounting to a combined overhead of is 1.6% and 6% with respect to execu-
tion time and memory occupation respectively. The ICH module polls the instruction
count performance counter in the processor periodically. It does not provide any feed-
back to the processor and therefore does not affect the instruction execution in the
pipeline, incurring no performance overhead.

6 Related Work

Extensive research has been performed in distributed systems to deal with process
hang/crash failures (e.g., [11][12][16]). Starting from Chandra and Toeug’s seminal
paper [3] on characterizing the properties of failure detectors for solving important
problems such as Consensus and Atomic Broadcast, failure detectors have been used
in distributed systems to detect process crashes in order to circumvent the Fischer-
Lynch-Paterson impossibility result [18]. Felber et al. [10] have classified failure de-
tectors into two categories based on their implementation: push and pull. Though an
object framework for interaction between the different entities has been provided, this
work does not address the problem of placement of the heartbeat code in the applica-
tion code of the objects.

Most previous work, specifically commercially implemented heartbeat mecha-
nisms, have used an empirically derived static value of timeout. For example, in the
AIX operating system [11], at fixed intervals, a daemon polls the kernel to check if
low priority processes are being starved by higher priority processes. In the Microsoft
DCOM Architecture [12], clients send periodic “I am alive” messages to servers. If
the message is not received within a fixed amount of time, the client is assumed to
have crashed and all its resources are de-allocated. In the Sun HA cluster [13] a hier-
archy of heartbeat techniques are used to ensure operation of various entities, (servers,
nodes, links in private networks, links with public networks). All these mechanisms
use empirically derived timeout mechanisms. Heartbeat protocols using adaptive
timeouts try to dynamically adapt to the behavior of the application, the system, and
the network. Chen [14], Bertier [15], each improving upon the earlier by a slight
modification, propose adaptive timeouts that use a linear combination of the previous
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n arrival times as the current timeout. Being implemented in software, these timeouts
do not adapt with the changes in the system very well.

A number of heartbeat protocols have been studied, analyzed, and implemented by
Gouda and McGuire [4]. The goals of the approach were to decrease the number of
heartbeat messages exchanged and the detection latency. Heartbeats have been im-
plemented in both in software and hardware. The heartbeat mechanism is a standard
way of detecting node and application failures in most software-implemented mid-
dleware, for example the ARMOR Framework [5]. Murphy [6] gives an informal
analysis of the use of watchdog timers for monitoring processes. PCI Bus-based
watchdog timers can be used to detect system crash [24]. The watchdog timer is reset
by a user process that calls a kernel driver. If the timer is not reset for a configurable
period of time the system is rebooted. The watchdog timer cannot distinguish between
the failure of the user process and a system crash and can only be associated to a sin-
gle process and cannot detect crashes/hangs of other processes. Table 1 summarizes
some of the related work in this area and discusses their limitations.

Table 1. Summary of Related Heartbeat Work

Technique & Description Questions/Limitations
AIX [11]: Priority Hang Detection Does not detect incorrect control flow (an error in the branch
Polling to check lowest priority proc- | that tests the exit condition of the loop) that leads to process
ess hang in an infinite loop or process crashes.
Detects starvation of low priority | Uses fixed static timeout chosen by the system designer, either
processes empirically or arbitrarily

Microsoft DCOM Architecture [12]: | Cannot detect a client which is hung. Leads to wasted re-
Pinging mechanism to detect Client | sources that are allocated to the client.

crash Timeout is fixed at 3 x 120 seconds

PVM [16]: PVM daemons notified of | Does not detect a process hang.

task or host failure, host addition.
Chen et al.[14]: Estimates the arrival | The actual triggers to send heartbeat or to reply to a “Are you
time for the next heartbeat from the | alive?” ping message are not dealt with.

previous n heartbeat arrival times. | Timeout mechanism is not application specific.

Optimizes detection latency and
wrong suspicions

Accrual failure Detector [17]: Output | Does not interpret the monitoring information.

indicates probability that a process | Other limitations same as Chen’s technique described above.
has crashed.

7 Conclusions

This paper has explored hardware-implemented techniques for detecting application
hang/crash. These techniques are implemented as processor-level hardware modules
in order to decrease detection latency. The Instruction Count Heartbeat (ICH) module
is a non-intrusive technique for detecting process crashes using instruction count per-
formance counters. For detecting processor hangs, we proposed two techniques that
require application instrumentation. The Infinite Loop Hang Detector (ILHD) module
detects application hangs within a loop by monitoring the execution time of the appli-
cation in a loop with respect to an estimated value, derived from profiling. It provides
a deterministic methodology for instrumenting the application and determining time-
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out values. The Sequential Code Hang Detector (SCHD) module detects application
hangs due to illegal loops created in sequential code due to errors. The CHECK in-
struction, a special extension of the instruction set architecture of the processor, is the
interface of the application with these modules. In hardware on an FPGA device, we
implemented the most complex of the modules, the SCHD module, which showed an
area overhead of about 5% with respect to a DLX double-issue superscalar processor.
Results for the overhead to support both the ILHD and the SCHD modules simultane-
ously show low execution time overheads of 1.6% and 6% extra memory occupation.
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